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Software Development
Goal is to create correctly functioning software systems
Software systems vary from simple to complex:

Software Development Methodologies help manage complexity
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Simple Measure Complex

1 Lines of Code 1,000,000’s

1 Programs many

minutes Effort years

none External Dependencies many

1 person Team size many

1 location Geography many



Software Development Methodologies
Developed to deal with complexity, so software is produced in a more 
consistent manner to improve:

• Quality (correctness, reliability, security, …)
• Completion time

Many methodologies have been developed; one of the earliest documented 
from 1970 is the Waterfall Model:

Other methodologies such as prototyping, Incremental Spiral, XP, RAD, Agile, 
Test Driven Development, CI, and Dev Ops vary in steps, order and cycles
Common to all methodologies is Implementation and Testing

Requirements
Analysis Design Implementation Testing Integration Deployment Maintenance
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Implementation Practices
Implementation is the practice of writing the source code
Common practices

• Source code created using a:
• Text editor (such as vim or emacs)
• IDE (such Eclipse, IntelliJ, Visual Studio or Xcode) incorporates text editor and other development 

functions in a single user interface
• Use a build automation system (such as make, ant, maven or gradle)

• automates common tasks such as building and packaging
• Provides consistency

• Use a Source Code Management System (SCMS) (such as git, svn, cvs or mercurial):
• Manages revisions of the source code
• Easily merges changes from team members allowing concurrent development

• Continuous Integration (CI) System (such as Jenkins)
• Automates building and testing, and scheduling
• Allows dashboards views of results and trends
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Testing Practices
Testing or Software Assurance (SwA) is the practice of verifying software:

• operates as intended (correctness)
• Has no unintended functionality (lacks security weaknesses)

Common practices:
Static Analysis (focus of the SWAMP)

• Testing without running the code (inspect source code or binary)
• Tools include compilers, simple lexical tools and those that do deep analysis on whole programs

Dynamic Analysis
• Testing by validating behavior of code driven by a testing framework
• Includes units test, test suites, penetration testing, and monitoring API usage

Use multiple tools and types of analysis to increase SwA
• Different tools find different weaknesses
• Different types of analysis catch different types of weaknesses
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Software Assurance Marketplace (SWAMP)
Facilitates SwA allowing easy use of multiple SCA tools

• No need to install tools
• Declare how to build once, and all applicable tools work
• No modification to source code
• No modification to build system
• Supports different operation systems

Web-based facility
• Web User Interface
• Web API

Developed by four institutions:
• Morgridge Institute for Research (MIR)
• University of Wisconsin–Madison
• University of Illinois Urbana-Champaign
• Indiana University
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Using SWAMP
MIR-swamp

• Hosted and operated by MIR
• No cost to use
• Capable of performing 100’s of concurrent assessments
• Commercial tools are available to educational and open source users
• https://www.mir-swamp.org

SWAMP-in-a-Box (SiB)
• On-premise SWAMP for those that do not want to (or cannot)  use MIR-swamp
• Same functionality as MIR-swamp except commercial tools
• Commercial tools are BYoL (bring your own license)
• Download from https://continuousassurance.org/swamp-in-a-box
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https://www.mir-swamp.org/
https://continuousassurance.org/swamp-in-a-box


Core SWAMP Functionality
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SWAMP Tools and Platforms
C/C++

Cppcheck
Clang Static Analyzer
Gcc Warnings
Parasoft C/C++Test *
GrammaTech CodeSonar *
Synopsys Coverity *

Java
FindBugs with

FindSecurityBugs and
fb-contrib plug-ins

Error Prone
PMD
Checkstyle
OWASP Dependency-Check
Parasoft Jtest *

Android
Android Lint
RevealDroid

Debian
Ubuntu
CentOS
Scientific Linux
Fedora

9

Python
Bandit
Flake8
Pylint

Ruby
Brakeman
Dawnscanner
Reek
Rubocop
Ruby-lint

PHP
PHPMD
PHP_Codesniffer

JavaScript
ESLint
Flow
JSHint
Retire.js

HTML
HTML Tidy

CSS
CSS Lint

XML
XML Lint

Code Metrics (all)
Cloc
Lizard

* Commercial Tool (requires license for SiB)

Tools Platforms
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SWAMP Web Interface
Packages

• Add new packages and versions
• Upload source code or pull from github
• Configure build

Assessments
• Select package
• Select tools
• Select platform (operating system)

Results
• View results directly in web interface using one of three viewers

• Code Dx, Secure Decisions
• SWAMP Native Viewer
• ThreadFix, Denim Group

• Download results in SCARF (SWAMP Common Assessment Result Format)
Web-based UI is not right for some developers

• Outside normal developer workflow
• Doesn’t fit their toolset

11



12

De
ve

lo
pm

en
t T

as
ks

Te
ch

no
lo

gy
SW

AM
P

Commit
to SCM

Edit
Code

Build
Code Test

Integrated Development Environments

Eclipse IntelliJ

Source Code Management Systems

git svn

Continuous Integration Systems

Jenkins SonarQube

Review
Results

Implementation Testing

SWAMP
(Build & SCA Testing)

Native Viewer

ThreadFix

Code Dx

SWAMP Result Viewers

Technology

Existing Future

Send Application to SWAMP
for build and assess

Supports Task Send results

Web Browser

Browser



13



14

① Name Package

② Package source via 
archive upload or git

③ Package source archive
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④ Top-level directory 
(defaulted)

⑤ Language of the 
package: Java 8 
Source Code 
(defaulted)
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⑥ Package build (and 
configuration) 
settings. All values 
default to reasonable 
values. Build target is 
overridden.



17

Build Script
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① Assess version 1.0 of 
the package

② Assess with all  tools
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Results status table with in-progress assessments
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Results status table with assessments complete and weakness counts

Select assessments and click “View Assessment Results” to view
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Sortable Weaknesses showing Tool, Rule (type), CWE, file and line (click for details)
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Filters and Summary Data



27

Triage Settings



28

Weakness type, tool and description.

Weakness location.
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Triage entry and viewing.

Line markers show 
current and other 

weaknesses



SWAMP Eclipse Plug-in
• Supports Java, C and C++
• Allows use of all the Java, C and C++ tools with no additional tool configuration 

or installation
• Requires minimal configuration
• Build information is extracted directly from Eclipse
• Source files, build script, and dependencies packaged and sent to SWAMP
• View results directly in Eclipse
• After configuration, one-click on the SWAMP button reassesses
• Available from the Eclipse marketplace (search for swamp)
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Install the SWAMP Eclipse 
plug-in from within Eclipse 
(search for “SWAMP”)
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SWAMP Eclipse plug-in is now installed. Showing 
① SWAMP menu and
② SWAMP perspective button

① ②
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One time configuration of SWAMP 
hostname and user’s SWAMP credentials
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Package configuration (default values should work without modification)
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Tool selection (default is all tools)
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SWAMP Assessment Status Dashboard after 
clicking SWAMP menu to start an assessment, 

showing  5 in-progress assessments
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SWAMP Assessment Status Dashboard
after assessments finish, showing  weakness counts
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① SWAMP Weakness panel showing the table of 
weaknesses with the weakness on line 538 selected

② markers indicating a weakness on the line
③ weakness details

①

②

③



SWAMP SCMS plug-ins
• Supports all SWAMP languages and tools
• Requires one-time configuration of how to build the software
• No inherent UI

• Configuration is done with text files
• Results must be download or viewed using the SWAMP web UI

• Can trigger assessment based on
• Commits or merges
• Specific branches

• Available from github at https://github.com/mirswamp/swamp-scms-plugin
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https://github.com/mirswamp/swamp-scms-plugin
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SWAMP Jenkins Plug-in
• Supports all SWAMP languages and tools
• Requires one-time configuration of how to build the software
• View results and trend data directly in Jenkins
• After configuration, the configured SWAMP tools are run each time the 

packages is built and tested using Jenkins’ mechanisms
• Scheduled
• Events such as SCMS check-in
• On-demand

• Available from the Jenkins marketplace (search for swamp)
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Install the SWAMP 
Jenkins plug-in from 
Plugin Manager page 
(search for “SWAMP”)
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One time configuration of 
SWAMP hostname and 

user’s SWAMP credentials
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Configure 
package name  

and type
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Configure 
build 

settings
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Select tools
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Main Jenkins dashboard displays a trend graph of 
SWAMP weaknesses with colors indicating severity 
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View SWAMP Results
① Trend Summary
② Priority Summary
③ Select grouping category
④ Sortable summary table 

grouped by Folders

①

②

③

④



53

Weakness data grouped by Files
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Sortable Warnings Table
① File and line number
② Containing folder
③ Priority
④ Tool type and major 

warning category
⑤ Minor warning category

① ② ③ ④ ⑤
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Warnings Details includes a 
description of the weakness
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View source code of
weakness location



SWAMP Java API and Command Line Interface
• Integrate new tools and workflows with the SWAMP
• Allows Java programs or scripts to

• Create new packages
• Upload new versions
• Get list of packages, package versions, tools, platforms, create assessments, check 

status of assessments, and download results

• Requires one-time configuration of how to build the software
• Results can be downloaded or viewed using the SWAMP web UI
• Available from github at https://github.com/mirswamp/java-cli

57

https://github.com/mirswamp/java-cli


Software Products
SWAMP is all open source
Separate Products include

• SWAMP-in-a-Box
• SWAMP Eclipse plug-in
• SWAMP Jenkins plug-in
• Git and subversion plug-ins
• Java API and CLI library
• Build monitoring frameworks
• SCARF input/output library
• SCARF DB loads SCARF into a database

https://continuousassurance.org/open-source-software/
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https://continuousassurance.org/open-source-software/


Questions?
https://continuousassurance.org

swamp@continuousassurance.org
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